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Our World Today: Why risk management?

Innovation Supply Chain Cyber Security
“ Customers
Warehouse / “ \. Wa’ehm‘se.
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Suppliers
Terrorism Regulation Climate Change
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What is a risk?

e Departments
e IT tools Expected

Processes Result

To win an
Olympic world
record

Objective

Risk- Effect of uncertainty on objectives

* Risk Management -Coordinated activities to direct and
control an organization with regard to risk
* Risk Framework- Policy, Objectives, Processes to manage

1 . risk S —
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Brand recognition
1 Million dollars

Endorcements



Risk Appetite vs Risk capacity

= Risk appetite- Amount and type of risk an
organization is willing to accept in pursuit of its
business objectives/value

= Risk capacity- The amount and type of risk an
organization is able to support in pursuit of its
business objectives

= Residual risk- Risk remaining after the
implementation of controls

= Risk acceptance- Knowingly accept the risk as it
falls within the organization’s "risk tolerance", in
other words management deem the risk
acceptable, compared to the cost of implementing
or improving controls to mitigate it;
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Managing Risk to add value

High
Managing
risk to add
value
Value
Exposed and
destroying value Over control
stifles value
creation
Low

Ignorant Managing Obssessed

Approach to risk
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1ISO 31000:2018
Risk Management Framework

Structured
and
Comprehensive

Best
Available
Information

Principles (clause 4)
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I1SO/IEC 27001
CERTIFIED

COSO. “COSO Enterprise Risk
Management—Integrated Framework”

ENTERPRISE RISK MANAGEMENT

v f

MISSION, VISION STRATEGY BUSINESS IMPLEMENTATION ENHANCED

& CORE VALUES DEVELOPMENT OBJECTIVE & PERFORMANCE VALUE

FORMULATION
‘ .

Governance Strategy & Performance Review Information,
" 7 &Culture Objective-Setting & Revision Communication,

& Reporting




Living on shaky ground
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The Three Lines of Defense Model for Managing Risk

Board/audit committee

Senior management

1st line of defense 2nd line of defense 3rd line of defense @
Risk management e External
Management Financial control auditor
control
Security Internal
Quality audit
Internal .
I
contro Legal Regulator
measures :
Compliance
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Payroll System Evaluation

System A
86%
System B
86%

Functionality
Score 100%

Functionality
Score 90%

System C
76%

Functionality
Score 80%
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Security
Controls 70%

Security
Controls 90%

Security
Controls 60%

Financial
Evaluation

90%

Financial
Evaluation
82%

Financial
Evaluation
90%



Biases in risk management

4 )

Anchoring bias-
People are over
reliant on the
1t piece of
information
they hear
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Availability
heuristic- People
overestimate the

importance of
information
available to them

Bandwagon
effect-

the probability
of one person
adopting a
belief increases
based on the
number of

people who
hold that belief

1SO/IEC 27001
CERTIFIED

Choice —

supportive
bias-

When you
choose
something you
tend to feel
positive about
it, even if that
choice has
flaws

Confirmation
Bias-

We tend to
listen only to
information
that confirms
our
preconceptions

Conservatism
bias-

People favor
prior evidence
over new
evidence




Risk management vs Control Assurance

How can we
4 make it happen?

: Prescriptive
What will Analytics

Predictive

Why did it
happen? Analytics

Diagnostic
What

Value

Descriptive
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Enterprise risk management is “ERM is mpre th-an-a risk Iisting.. quuires more than inventory
of all the risks within the organization.

not....
ERM addresses more than internal control. It also addresses

) ) other topics such as strategy-setting, governance,
“ERM is not a function or cating wi -
communicating with stakeholders, and measuring

department. It is the culture, performance..

Capablhtles’ and practlces that ERM is not a checklist. It is a set of principles on which

organizations integrate with nrocesses can be built or integrated for a particular
strategy—setting and app|y organization, and it is a system of monitoring, learning, and
improving performance.
when they carry out that
strategy, with a purpose of ERM can be used by organizations of any size.
. c e »
Managing rlSk N Excerpt From: COSO. “COSO Enterprise Risk Management—Integrated

Framework”. Apple Books.
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How to access the effectiveness of your risk management

 Awareness-Risk Management must Embedded in a
be communicated to all Tone at the top VEELELL B

* Devolved- RM must be implemented Govg\r/re‘fsr;;tand pracé;gcaensl_zsitgtr;gy,
on an operational, tactical and objective setting
strategic level P——

* Practical- RM must be customized to Protect

your orgnisation
 Improvement- Management should
endeavor to increase data and Shared beliefs, Visible in the way

statistics to manage risks better values and work gets done-
assumptions resourcing
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Denial of risk

“ | imagine no circumstance that could
cause the sinking of the ship. | do not
want to imagine a life threatening
disaster that could affect that ship "

Captain of the Titanic, 1912

Source: Institute for Governance of Information Systems
ISACA, 2004
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Sentinel Africa Consulting Limited

We are an ISO 27001 certified firm based in Nairobi, supporting organizations Grow and Protect their Value;

IMPLEMENTATION

= Business
Management
processes

= Policy & Process
Development

—O—

AUDIT AND
ADVISORY

= System Audits

= Risk Audits

= Advisory on Risk,
Information
Security &
Business
Continuity
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DEPLOYMENT OF
TOOLS

= Cyber Security
Tools (Antivirus,
Firewall, Phishing
application)

= Business Process
Automation

TRAINING

" |nformation
Security

= Cyber Security

= Risk Management

= Business
Continuity

"= Quality
Management




Speaker Contacts

Stella Simiyu
Chief Operating Officer
Sentinel Africa
+254722969874
Stella.Simiyu@sentinelafrica.co.ke
Linkedin: https://www.linkedin.com/in/stella-
makona-simiyu-48313215/
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